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Typical Network Topology

SOHO Firewalls

What is it: Networks and Firewalls / Routers WTN""'”"“’

firewall/
router

I—Typical Network Topology
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LAN LAN

e WAN—Wide Area Network. The internet at large, the “outside”.

e LAN—Local Area Network. The internal network connecting all
local computers.

e DMZ—De-Militarised Zone. Physically seperate network segment

LAN

used for servers which are accesssible from the “outside”. Not used

for servers which are only internal.

SOHO Firewalls
What is it: Networks and Firewalls / Routers WAN e

L Data Flow H _

e LAN: can access “outside” (=internet), perhaps with exceptions.

Can access DMZ.

e WAN: can only access DMZ server!!

e DMZ: can access nothing (perhaps with well-reasoned exceptions),

but especially not the “inside” LAN.

e Many other policies are possible!

e Arrows show the direction of the originating request. Obviously, the

answer has to go the other way.

It's important to keep connection state—to recognize answer
packets.
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SOHO Firewalls

What is it: Networks and Firewalls / Routers

I—Firewall

o Forwards (routes) packets, otherwise same as firewall

e Proxies are better placed on separate hosts, though this depends
also on resources, threat levels and value of what has to be
protected “inside” .

e Cache is also better placed on another host.

:
SOHO Firewalls

Nitty Gritty: Packets, Protocols and Services

L Packets 'n Protocols

e TCP: Used by almost all commonly known services.
e UDP: Used when no “connection state” is desirable.

e ICMP: Used e.g. for “ping”: “echo request”, “‘echo response”; or
“network unreachable” messages.
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SOHO Firewalls

Nitty Gritty: Packets, Protocols and Services

@ IP Address - Internet Protocol number
s Addresses the interface, not the compute
o 123.345.67 (4 numbers 0-255, 32 bit, IPv4, IP version 4)
s 1e80::250:56ff-fec0:1 (128 bit, IPv6, IP version 6)

© Domain Names

I—IP Addresses

e Mensch/Maschine: human: name, computer: number

.
SOHO Firewalls
Nitty Gritty: Packets, Protocols and Services O g ) RS P i F A

o HTTP, www: web browsing; 80/ TCP (HTTPS: 443/TCP)
25,

; 143/TCP (IMAPS: 993/TCP)

I_ 0 ° login; 22/TCP
SerV|CeS ° i ; 21/TCP, 20/TCP, other TCP

e Name-to-address translation (name resolution) can also be achieved
with the /etc/hosts file.

e FTP uses dynamically allocated ports and needs special tracking
code in packet filters.

e DHCP: Returns IP number, gateway IP number, etc. on request.

e NFS uses a number of ports and port ranges for its sub-parts. It
even has a port-mapper service to keep track of it. Very difficult to
filter. It is typically only used on LANs but not over WANSs.

e Services are provided by daemons.

e Both TCP and UDP ports are allocated to a service, although
mostly only one is used.
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Nitty Gritty: Packets, Protocols and Services

L Network Numbers

interfaces|
@ “192.168.1.0/24" is a network with 256 numbers (8 bits)

@ Named networks: /etc/networks
o Private networks, RFC1918

e Number of IPs in each network usable for host interfaces: two less
than the number of IP numbers in the network.

e RFC1918: http://www.ietf.org/rfc/rfc1918.txt
192.168.0.0/16, 172.16.0.0/12, 10.0.0.0/8

e Private networks are not to be routed over the internet! Their
numbers can be re-used on each LAN.

:
SOHO Firewalls

Putting it into practice: Software

L Firewall Software — Appliances A

h embedded software

e Very small hardware can be bought to install firewall appliance
software on, but a retired PC is about as powerful and much
cheaper.

Of course it doesn’t have the geek factor,
but the cost of the power for running it is much lower.

e Demonstration/evaluation with VMware-server

Host-only networking

3 network interfaces (vmnet1-3)

host: 3 class-C nets, e.g. 10.10.xyz.1; browse to 10.10.x.9
guest: LAN: fixed IP, e.g. 10.10.x.9, peer is .x.1

WAN: DHCP


http://www.ietf.org/rfc/rfc1918.txt
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SOHO Firewalls

Putting it into practice: Software

I—IPCop

@ Linux-based ; min: 64MB RAM, 300-500MB disk

© Automatic rule reload after every change

"http://ipcop.ore/

e Extension packages of variable quality; segfaults and blank screens

possible.

e Extension packages increase minimal system requirements.

e |nterfaces

SOHO Firewalls

Putting it into practice: Software

I—pfSense

 Based on FreeBSD, monowall branch 2
in: 128 MB RAM, 200MB disk
n a PC or embedded system with only a flashcard

ss product
pport (and no modem-firmware

mi
R
P

o R
h
M g support; use syslog server
S

rule setup

“http://ptacnse org/

e Small ringbuffer RAM logging only: suitable for flashcard systems.

e Extension packages increase minimal system requirements.

e The BSD pf packet filter works differently to Linux iptables.
Specifically, with NAT the destination port is not available for filter

rules.


http://ipcop.org/
http://pfsense.org/
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Putting it into practice: Software

I—SuSEﬁrewaII2

SuSEfirewall2

@ Ships with SUSE %; scripts work with any Linux (iptables)
o Packet filter for desktop, serve -

e

e Supports multiple interfaces on LAN, DMZ, and (sort of) WAN.

e Configuration is above the a-port-a-rule level.

e Because it's a shell script, modifications in a few places are much

easier than starting over.


http://download.opensuse.org/distribution/SL-10.1/inst-source/suse/noarch/SuSEfirewall2-3.4_SVNr142-5.noarch.rpm
http://download.opensuse.org/distribution/SL-10.1/inst-source/suse/noarch/SuSEfirewall2-3.4_SVNr142-5.noarch.rpm

